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What are our goals?
Standardization of Security Settings across
government and the reduction of cost for deployment
and maintenance  of desktop security
Distribution of standardized settings to agencies such
that the guess work is taken out of the equation.

What is so hard about that?
Security Settings are applied to an operating system
(OS) and to common applications that ride the OS.
Legal distribution of applied settings can be a
challenge
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One method of getting the word out was the Test
and Evaluation Virtual Machines that were
discussed earlier.
They are preconfigured and tested to be
compliant with the mandated security settings.
From these virtual machines, Group Policy
Objects have been created which can get an
agency close to being compliant.
IT Staff can create difference files from these
virtual machines and compare against existing
agency baselines, compiling a list of settings
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Test and Evaluation virtual machines are
available for agencies as well as industry to
become familiar with FDCC.
Make sure that you test your applications
before an agency deploys these settings.

You will be looking in two major areas
Applications compatibility
Legacy protocol interoperability
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With any government mandate, an element
of compliance is born.
For FDCC, compliance will be in the form of
a settings validation toolset.
Agencies will use validation tools to check
the compliance of FDCC settings before
deployment throughout the agency.
To simplify, Microsoft, working with OMB
and other supporting agencies, will make a
pre-configured FDCC OS available via
Microsoft Volume Licensing Site
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FDCC Distribution toFDCC Distribution to
Agencies via MVLSAgencies via MVLS
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1. Obtain Original Media
2. Build first machine
3. Apply settings ( 1-3 taking care of by MVLS download)
4. Apply applications
5. Apply drivers
6. Package into agency image
7. Validate settings within Image
8. Deploy via Network Management/Systems Management
9. Apply Policy when domain joined
10.Patch and verify FDCC settings
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We are attempting to
reduce agency work load
by making available pre-
configured and validated
FDCC builds
We are looking into an
update process with OMB
that would keep these
builds up to date including
relevant patches and
service packs
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Application of the settings can be accomplished in
several methods.
Each will be validated for compliance via NIST
certified tools
Test and Evaluation virtual machine can help the
agencies test application compatibility
Those applications that are not compatible with FDCC,
look into Microsoft Desktop Optimization Pack
(MDOP) with application virtualization to assist
MVLS Bits should help the agency stage enterprise
versions ready to deploy throughout the agency
Group Policy Objects can help maintain FDCC
settings
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